BO THONG TIN VA TRUYEN THONG CONGHOA XA HOI CHUNGHIA VIETNAM
Doc 1ap - Tu do - Hanh phic

S6:6410 /IBTTTT-CATTT Ha Néi, ngay 29 thang 72 nam 2023
VIV tang cuong cong tac bao dam an
toan thong tin mang trong dip Tét
Duong lich 2024 va Tét Nguyén dan
Giap Thin

Kinh gui:
- Céac B0, co quan ngang B0, co quan thuéc Chinh phu;
- UBND c4c tinh, thanh phé truc thudc Trung wong;
- Céac Co quan bao chi Trung wong;
- Céc Tap doan kinh té, Téng cong ty nha nudc;
- Céc Tap doan, Tong Cong ty, Cong ty cung cap dich vu
Internet, vién thong;
- Céc T6 chuc tai chinh, Ngan hang thuong mai.

Sy ¢ mat an toan thong tin mang nghiém trong tai Viét Nam thudng duoc
ghi nhan tai thoi diém dién ra dip nghi I8 cua dat nude. Qua cdng tac theo dbi,
giam sat, Bo Thong tin va Truyén thong thay rang cac ddi twong thuong tang
cudng tan cdng mang vao cac hé thong thdng tin quan trong hoac loi dung
khong gian mang dé phat tan thdng tin xau doc, hra dao trong cac dip nay.

Nham nang cao canh giac va trach nhiém bao dam an toan théng tin mang
theo quy dinh cua phap luat trong thoi gian dién ra dip nghi 18 Tét Duong lich
2024 va Tét Nguyén dan Giap Thin, Bo Thong tin va Truyén thdng tran trong dé
nghi cac co quan, to chirc, doanh nghiép trién khai mot sb bién phap nhu sau:

1. Tang cuong trién khai hoat dong bao dam an toan thdng tin mang:

a) Ra soat cac hé théng thong tin, bao dam cac hé thong thong tin dugc
trién khai day du céc bién phap bao vé theo cip do6 an toan.

b) Phan cong luc luong tai chd trién khai truc giam sat 24/7; Chu dong theo
ddi thudng xuyén, lién tuc cac hé thdng giam séat an toan thdng tin tap trung, hé
théng phong, chéng ma doc tap trung dam bao xu Iy, khic phuc kip thoi tan
cbng mang, canh bao ma doc dugc xac minh.

c) Ra soéat, kiém tra va boc g& cac phan mém doc hai cho toan bo may chu,
may tram trong hé théng mang. Trong d6, can wu tién cac hé thong tin c6 dia chi
IP nam trong Danh sach IP mang Botnet dugc Cuc An toan thong tin canh béo
hang thang hoic dot xuat.
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d) Chui dong ra soat cac 16 hong, diém yéu trén cac hé thong thdng tin thudc
pham vi quan ly va trién khai c&c giai phap phong ngira va khac phuc triét dé céc
15 hong, diém yéu da dugc Cuc An toan thdng tin, Bo Théng tin va Truyén théng
canh béo, dic biét nhu: 15 hong anh huéng nghiém trong trong F5 BIG-IP (vin
ban s 1943/CATTT-NCSC ngay 01/11/2023 cua Cuc An toan théng tin), 15
hong zeroday trong hé thong Zimba (vian ban s 2216/CATTT-NCSC ngay
12/12/2023 ctia Cuc An toan thdng tin) va céc 16 hong bao mat anh huéng muc
cao va nghiém trong trong céc san pham Microsoft tir thang 5 dén thang 11 nim
2023 (van ban gui kém theo).

d) St dung va khai thac hiéu qua Nén tang Biéu phdi xtr ly su ¢ an toan
thong tin mang quéc gia (IRLab) va Nén tang Hb tro diéu tra sé (DFLab) trong
cong tac diéu phdi va xir Iy su ¢o tan cdng mang.

e) Bao dam duy tri két ndi lién tuc toi hé thdng ky thuat caa Trung tam
Giam sat an toan khong gian mang qudc gia dé dugc hd tro giam sat, phét hién
va canh bao som, xur ly; kip thoi chia sé thdng tin vai Cuc An toan thong tin, Bo
Théng tin va Truyén thdng khi phat hién dau hiéu tdn cdng mang vao hé théng
thong tin.

g) To chic tuyén truyén, nang cao nhan thirc co ban ky ning vé an toan
thong tin mang, canh giac vé théng tin xau doc, tin gia va théng tin lira dao trén
khong gian mang cho can bo thudc co quan.

2. Cac doanh nghi€p cung cép dich vu vién thong, internet; Cac td chie,
doanh nghi¢p cung cap nén tdng chuyén doi so:

a) Bao dam b tri day du ngudn nhan luc dé truc giam sat, hd trg va khac
phuc sur ¢6 bao dam ha tang vién thdng, internet an toan, thong sudt.

b) Trién khai day du céc bién phap bao vé, bao dam phat hién va ngan chan
kip thoi hoat dong tan cdng mang, phét tan thong tin xau doc, théng tin vi pham
phap luat trén hé thdng thdng tin, ha ting mang ludi thudc pham vi quan ly.

¢) Thuc hién nghiém va kip thoi cac bién phap xtr ly theo yéu cau cua Bo
Théng tin va Truyén théng (Cuc An toan thdng tin) va co quan chic ning cé
tham quyén.

3. Trong truong hop can hd trg giam sat, xtr Iy, ing ctru su ¢d dé nghi lién hé
v6i Cuc An toan thong tin, Bo Thong tin va Truyén thong thong qua cac dau moi:

- Trung tdm Ung ctru khan cip khong gian mang Viét Nam (VNCERT/CC),
dién thoai 024.3640.4421 hoic sb dién thoai tryc dudng day nong tng ciru sy ¢b
086.9100.317, thu dién ti: ir@vncert.vn.
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- Trung tdm Gidm sat an toan khong gian mang qubc gia (NCSC), dién
thoai: 02432091616 hodc sd dién thoai truc duong day néng hod tro gidm sat,
canh bao sdém 0389942878, thu dién ti: ais@mic.gov.vn.

Tran trong./.
Noi nhdn: KT. BO TRUONG
- Nhu trén; , ”
- Vin phong Trung wong va cac Ban cua Dang; THU TRUONG

- Van phong Chu tich nudc; e

- Vin phong Quéc hoi va cac Uy ban cua Qudc hoi; X

- Toa an nhan dan tbi cao;

- Vién kiém sat nhan dan tbi cao;

- Uy ban Trung wong Mit tran T6 qudc Viét Nam;

- Co quan trung uong cua cac doan thé;

- Bo truong (dé b/c);

- Céac Thu trudng;

- Céc don vi chuyén trach vé cong nghé thong tin, an
toan thong tin tai cac bd, nganh;

- Cac S Thong tin va Truyén thong cac tinh, thanh
phé truc thuoc TW;

- Thanh vién mang ludi Gmg ciru su ¢ an toan théng
tin mang quéc gia;

- Cac Cyc: Vién thong, Buu dién Trung wong;

- Cac Trung tdm: VNNIC, Trung tdm Théng tin;

- Luu: VT, CATTT.PTA.

& Ng 83n Huy Diing
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