UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIiA VIET NAM
THI XA THAI HOA Péc 1ap - Tw do - Hanh phiic

S6: 800 /UBND-VH Thdi Hoa, ngay 08 thdang05 ndm 2024

V/v canh bao phat hién ma ddc trojan
Redline Stealer gay anh hudng trén cac hé
thong thong tin

Kinh gri:
- Trudéng cac phong, ban, nganh thi xa;
- Thu truéng cac co quan, don vi trén dia ban;
- Chu tich UBND céc xa, phuong.

Thuc hién Cong vin s6 756/STTTT-CDS ngay 26/4/2024 ciia S& Thong tin
va Truyén théng vé viéc canh bao phat hién ma doc trojan Redline Stealer giy anh
hudng trén cac hé thong thong tin.

Theo thong bdo, qua theo doi, gidm sat khong gian mang, Cuc An toan thong
tin (BO Thong tin va Truyén thong) ghi nhan thong tin lién quan dén ma doc trojan
Redline Stealer dugc str dung dé tin cong vao hé thong thong tin ctia nhiéu co quan,
t6 chtrc. Mot bién thé mdi ciia ma doc trojan Redline Stealer da duoc phat hién trén
khong gian mang, ma ddc nay trién khai cac bytecode Lua dé thuc hién cac hanh vi
doc hai. Dir liéu cho thidy ma doc dang rit phd bién khi né 1ay nhiém trai dai Béc
My, Nam M¥, Chau Au, Chau A va Uc. Pé dam bao an toan cho hé thong thong tin,
cac co quan, t6 chirc can thyc hién kiém tra, ra soat va chuan bi cic phuong an xir
1y kip thoi khi phat hién c6 dau hiéu bi tin cong (thong tin chi tiét xem tai Phu luc
keém theo).

UBND thij x3 Thai Hoa dé nghi cac phong, ban, co quan, don vi, dia phuong trén
dia ban thi xa thuc hién cac bién phap khuyén cao cua Cuc An toan thong tin nhu:

1. Mt s6 giai phap can trién khai:

- Kiém tra, ra soat hé théng thong tin dang sir dung c6 kha ning bi anh hudng
boi mé doc trén. Chit dong theo ddi cac thong tin lién quan dén ma doc tir hing nham
thyre hién nang cap 1én phién ban mdi nhat dé tranh nguy co bi tan cong.

- Tang cudng giam sat va san sang phuong an xur 1y khi phat hién c6 dau hiéu bi
khai thac, tAn cong mang; dong thoi thuong xuyén theo doi kénh canh béo ciia cac co
quan chirc ning va céc to chirc 16n vé an toan thong tin dé phat hién kip thoi cac nguy co
tAn cOong mang.

2. Pé nghi Cong Thong tin dién tir thi xa; Trang TTPT cac x4, phuong:

Ping tai toan van ndi dung cong vin sé 722/CATTT-NCSC ngay 24/04/2024
ctia Cuc An toan thong tin vé viéc ting cudng bao dam an toan thong tin mang ddi voi
hé thng thong tin 1én Cong thong tin dién tir tinh Nghé An.

3. Phong Van héa va Thong tin thi xa:

- T6 chirc kiém tra, ra soat, kip thoi c6 phuong an xir Iy d6i véi cac hé théng hién
dang chu tri quan tri k¥ thuat.
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- B4 tri cong chirc chuyén trach CNTT thudc bd phan tng ctru sy ¢b san sang
thye hién nhiém vu khi c6 diéu dong.

- Thudng xuyén, lién tuc str dung cic Nén tang vé an toan thong tin do Cuc An
toan thong tin (B Thong tin va Truyén thong) phat trién, cung cap dé hd trg cac co quan,
t6 chtrc, doanh nghiép: Str dung Nén tang Diéu phdi xtr Iy sy ¢6 an toan thong tin mang
qudc gia (IRLab) dé dugc hudng din, nhan cic canh bao sém va hd tro xir Iy sém nguy
co, su c¢d; Str dung Nén tang HJ tro diéu tra s (DFLab) trong truong hop phu hop dé t6
chirc tng ctru su ¢d va duge sy hd tro tir co quan nha nudc, cac chuyén gia dau nganh
vé an toan thong tin.

4. VNPT Thai Hoa — Nghia Dan

- Bam bao cong tic an toan thong tin dé cac hé théng thong tin hién dang cung
cép dich vu cho thi xa hoat dong on dinh, an toan.

- Khai thac cac chirc nang ctia Trung tam Giam sat an ninh mang SOC tinh Ngh¢
An dé kip thoi canh bao, ngin chin, hd tro xir 1y cac su cb mang trong cac co quan nha
nuoc cua thi xa.

Trong qué trinh thie hién, néu c6 kho khin vudng méc hodc truong hop can hd
tro giam sat, xtr 1y, img ctru su c¢b dé nghj lién hé thong qua cac dau méi:

- Trung tim Ung ctru khan cap khong gian mang Viét Nam (VNCERT/CC), dién
thoai 024.3640.4421 hoic sb dién thoai truc duong diy néng tmg ciu su cd
086.9100.317, thu dién tr: ir@vncert.vn;

- Trung tAm Gidm sat an toan khong gian mang quéc gia (NCSC), dién thoai:
024.32091.616 hoic sd dién thoai truc duong day nong ho tro giam sat, canh bao som
038.9942.878, thu dién tir: ais@mic.gov.vn.

- Phong An toan hé thong thong tin, Cuc An toan thong tin (huéng din cong tac
bao dam an toan hé théng thong tin theo cép dd), dién thoai: 0369596886, thu dién tu:
athttt@mic.gov.vn.

- bdi Ung clru sy ¢b an toan thong tin mang tinh Ngh¢ An, di¢n thoai:
02383.500027.

bé nghi cac don vi nghiém tuc trién khai thuc hién./.

Noi nhgn: TM.UY BAN NHAN DAN
- Nhu trén; KT.CHU TICH
-Luu VT, VH. oy o Y
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